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DETAILED ACTION 

1 . Claims 1-26 remain for examination. The correspondence filed 3/17/05 amended 
claims 1,11, and 18. 



Response to Arguments 

2. Applicant's arguments filed 3/17/05 have been fully considered but they are not 
persuasive. 

Applicant argues, "Neither Lotspiech nor Utsumi suggests or teaches receiving 
the nonce over the data bus and sending the encrypted data over the same data bus.". 
Examiner disagrees with this contention. Note that the encryption module disclosed in 
Lotspiech contains a dedicated processor for encryption in communication with a 
computer (col. 3, lines 44-57). In addition, Lotspiech also discloses that the encryption 
module is capable of both reading and writing to the flash memory device (col. 5, line 66 
- col. 6, line 1 1 ), which at the minimum suggests that the invention is capable of 
communicating such information over the same bus. 

Applicant further argues, "Further, the combination of Utsumi with Lotspiech is inappropriate 

as this combination would alter the principle of operation of the primary reference Lotspiech. The 
Examiner admits in the above-identified office action that Lotspiech does not disclose an encryption 
subsystem housed within a storage device. Rather, the encryption module in Lotspiech is housed within a 
computer kiosk responsible for updating the media m, generating an encryption key, and controlling the 
check-ins and check-outs of digitized music rental (see Abstract). Removing the encryption module from 
the kiosk to a storage device as taught by Utsumi would make it impossible for a user to rent music from 
the kiosk because the digitized music checked out from the kiosk would not be encrypted. Thus, the 
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proposed combination of Utsumi with the primary reference of Lotspiech is inappropriate" Examiner 
disagrees with this contention. Note that the kiosk disclosed by Lotspiech contains a 
storage device (element 16 of Figure 1); thus the proposed modification does not 
actually remove the encryption elements away from the kiosk, and the principle of 
operation of the prior art is not altered. Furthermore, Utsumi provides motivation for 
relocating the encryption component, in that it better allows for the protection of 
copyrighted materials (paragraphs 0020-0021). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-9, 11-14, 16, 18-21,23-24, and 26 are rejected under 35 U.S.C. 103(a) 
as being unpatentable over Lotspiech (U.S. Patent 6,748,539), and further in view of 
Utsumi et al. (U.S. Pre-Grant Patent Application 2001/0032088). 

Referring to Claim 1 : 

Lotspiech discloses a system comprising: 

a number generator to generate a nonce (col 5, lines 20-30); and 

an encryption subsystem to encrypt data accessed from a storage medium 

containing a key distribution data block using an encryption bus key prior to transmitting 
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the encrypted data via a data bus (col 3, lines 10-16), wherein said encryption bus key 
is derived based on [1] a portion of the key distribution data block, [2] a device key 
assigned to said encryption subsystem and [3]the nonce received over the data bus 
from the number generator (col 3, lines 10-20; col 4, line 65-col 5, line 10). 

Lotspiech does not disclose that the encryption subsystem is housed within a 
storage device. However, Utsumi discloses an encryption subsystem housed in a 
storage device (Utsumi, elements 20 and 22 of Figure 1 , and paragraph 0034). Utsumi 
and Lotspiech are analogous art as they both pertain to the field of digital copyright 
protection. It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to include an encryption subsystem inside a drive such as the one 
contained within the invention disclosed by Lotspiech. The motivation for doing so 
would be to minimize the number of components that have access to the encrypted 
information, thus more reliably protecting digital contents (Utsumi, paragraph 0020). 

Referring to Claim 11: 

Lotspiech discloses a method comprising: 

a storage device reading a key distribution data block from a storage medium 
(col 4, line 65-col 5, line 10); 

the storage device processing at least a portion of said key distribution data block 
using least one device key to compute a media key (col 5, lines 1-10); 

the storage device fetching a nonce received over a data bus from a number 
generator (col 5, lines 1-6, 20-25); 
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the storage device combining said nonce with said media key using a one-way 
function to generate a bus key (col 5, lines 5-10); 

encrypting data read from the storage medium using the generated bus key (col. 
5, lines 5-10); and 

the storage device transmitting the encrypted data over a data bus to a host 
device (col 5, lines 5-20). 

Lottspiech does not explicitly disclose that the storage device encrypts data read 
from the storage medium or that the bus key is generated by the storage device. 
However, Utsumi discloses a storage device that encrypts data read from the storage 
medium and obtains the key from same (Utsumi, paragraph 0053). Therefore, it would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to modify the invention by Lotspiech to relocate the encryption means onto the storage 
device, as taught by Utsumi. The motivation for this would be to more reliably protect 
the copyright of the digital contents (Utsumi, paragraph 0020). 

Referring to Claim 18: 

Lotspiech discloses an apparatus comprising: 

a storage device to access a storage medium containing data and a key 
distribution data block, said storage device including a processing logic (col 5, lines 1- 
10), 
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a one-way function and an encryption logic, wherein said processing logic 
processes at least a portion of said key distribution data block using a device key 
assigned to said storage device to compute a media key (col 5, lines 1-5), 

said one-way function combines said media key with a nonce received over a 
data bus from a number generator to produce a bus key (col 5, lines 1-10, 20-25) and 

said encryption logic encrypts said data accessed from said storage medium 
using said bus key prior to transmitting the encrypted data via a data bus to a host 
device (col 5, lines 5-25). 

Lotspiech does not explicitly teach that the one-way function logic and encryption 
logic are contained within the storage device. However, Utsumi teaches encryption 
logic contained within a storage device (Utsumi, paragraph 0053). It should be noted 
that one-way functions are well known in the art as a form of encryption, and that 
consequently one-way function logic can be construed to be a type of encryption logic. 
Thus, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the invention disclosed by Lotspiech such that the one- 
way function logic and encryption logic presently taught be relocated inside the storage 
unit. The motivation for this would be to more reliably protect the copyright of the digital 
contents (Utsumi, paragraph 0020). 

Referring to Claim 2: 

Lotspiech and Utsumi disclose the limitations of Claim 1 above. Lotspiech further 
discloses a decryption subsystem coupled to said data bus to, decrypt said encrypted 
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data received over the data bus using a decryption bus key derived based [1] a portion 
of the key distribution data block, [2] a device key assigned to said decryption 
subsystem and [3] the nonce generated by the number generator (col 5, lines 10-20). 

Referring to Claim 3: 

Lotspiech and Utsumi disclose the limitations of Claim 1 above. Lotspiech further 
discloses said encryption subsystem comprises: 

a processing logic to process at least a portion of the key distribution data block 
read from the storage medium using the at least one device key assigned to said 
encryption subsystem to compute a media key (col 5, lines 1-10); 

a one-way function to generate the encryption bus key based on the media key 
and the nonce generated by the number generator (col 5, lines 1-6); 

and an encryption logic to encrypt data accessed from said storage medium 
using said encryption bus key (col 5, lines 1-10). 

Referring to Claim 4: 

Lotspiech and Utsumi disclose the limitations of Claim 2 above. Lotspiech further 
discloses said decryption subsystem comprises: 

a processing logic to process at least a portion of the key distribution data block 
read from the storage medium using the at least one device key assigned to said 
decryption subsystem to compute a media key (col 5, lines 10-20); 
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a one-way function to generate the decryption bus key based on said media key 
and the nonce generated by the number generator (col 5, lines 15-20); and 

a decryption logic to decrypt data transmitted over the data bus by using said 
decryption bus key (col 5, lines 18-20). 

Referring to Claims 5, 12 and 20: 

Lotspiech and Utsumi disclose the limitations of Claims 1,11 and 18 above. 
Lotspiech further discloses said data transmitted over the data bus is encrypted using 
the bus key derived based on the nonce generated by the number generator such that if 
said data is recorded at the time of transmission, said recorded data is not subsequently 
playable by a decryption subsystem that does not have access to the same nonce used 
by said encryption subsystem to encrypted said data transmitted over the data bus (col 
5, lines 20-35). 

Referring to Claims 6, 16 and 26: 

Lotspiech and Utsumi disclose the limitations of Claims 2, 1 1 and 19 above. 
Lotspiech further discloses said key distribution data block is embodied in the form of a 
media key block comprising a block of encrypted data (col 4, lines 20-30). 

Referring to Claim 7: 

Lotspiech and Utsumi disclose the limitations of Claim 2 above. Lotspiech further 
discloses said encryption subsystem is implemented in a storage device capable of 
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accessing data from a storage medium and said decryption subsystem is implemented 
in a host device capable of retrieving data from said storage device (col 5, lines 1-20; 
Fig. 1). 

Referring to Claim 8: 

Lotspiech and Utsumi disclose the limitations of Claim 2 above. Lotspiech further 
discloses said media key computed by the said encryption subsystem will be the same 
as the media key computed by the decryption subsystem provided that neither the 
device key assigned to the encryption subsystem nor the device key assigned to the 
decryption subsystem have been compromised (col 5, lines 10-20). 

Referring to Claim 9: 

Lotspiech and Utsumi disclose the limitations of Claim 2 above. Lotspiech further 
discloses wherein said storage medium is selected from digital versatile disc (DVD), 
CD-ROM, optical disc, magneto-optical disc, flash-based memory magnetic card and 
optical card (Fig. 1). 
Referring to Claim 13: 

Lotspiech and Utsumi disclose the limitations of Claim 1 1 above. Lotspiech 
further discloses decrypting the encrypted data received over the data bus (col 5, lines 
10-20). 
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Referring to Claim 14: 

Lotspiech and Utsumi disclose the limitations of Claim 13 above. Lotspiech 
further discloses said decrypting the encrypted data received over the data bus 
comprises: 

a host device reading the key distribution data block from the storage medium 
(col 5, lines 10-20); 

the host device processing at least a portion of the key distribution data block 
using at least one device key to compute a media key (col 5, lines 10-20); 

the host device fetching the nonce generated by the number generator (col 5, 
lines 10-35); 

the host device combining said media key with the nonce using a one-way 
function to generate a bus key (col 5, lines 10-20); and 

the host device decrypting said encrypted data received over the data bus using 
the bus key generated by the host device (col 5, lines 10-20). 

Referring to Claim 19: 

Lotspiech and Utsumi disclose the limitations of Claim 18 above. Lotspiech 
further discloses a host device coupled to said storage device via said data bus, said 
host device including 

a processing logic, a one-way function and a decryption logic (col 5, lines 10-20), 
wherein said processing logic processes at least a portion of said key distribution data 
block using a device key assigned to said host device to compute a media key (col 5, 
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lines 10-20), said one-way function combines said media key with said nonce generated 
by said number generator to produce a bus key and said decryption logic decrypts said 
encrypted data received over the data bus using said bus key (col 5, lines 10-35). 

Referring to Claim 21: 

Lotspiech and Utsumi disclose the limitations of Claim 19 above. Lotspiech 
further discloses said media key computed by the said storage device will be the same 
as the media key computed by the host device provided that neither the device key 
assigned to the storage device nor the device key assigned to the host device have 
been compromised (col 5, lines 10-20). 

Referring to Claim 23: 

Lotspiech and Utsumi disclose the limitations of Claim 19 above. Lotspiech 
further discloses said storage device is embodied in the form of a DVD drive and said 
host device is embodied in the form of either a DVD player or a personal computer (col 
1, line 30-35; Fig. 1). 

Referring to Claim 24: 

Lotspiech and Utsumi disclose the limitations of Claim 19 above. Lotspiech 
further discloses said storage medium is selected from a digital versatile disc (DVD), 
CD-ROM, optical disc, magneto-optical disc, flash-based memory, magnetic card and 
optical card (Fig. 1). 
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5. Claims 10, 17, and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lotspiech in view of Utsumi as applied to claims 2, 14, and 19 above, 
and further in view of Kato et al (U.S. Patent 6,751,321). 

Neither Lotspiech nor Utsumi explicitly disclose "said number generator is a 
random number generator residing within the host device". However, Kato discloses 
said number generator is a random number generator residing within the host device 
(col 5, lines 30-50). At the time the invention was made, it would have been obvious to 
a person of ordinary skill in the art to modify the teachings of Lotspiech such that the 
"media id" number generator that produces the nonce is a random number generator. 
One of ordinary skill in the art would have been motivated to do this because it would 
provide increased security (col 5, lines 47-50). 

6. Claims 10, 17, and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lotspiech in view of Utsumi as applied to claims 2, 14, and 19 above, 
and further in view of Jakobsson et al. ("A Practical Secure Physical Bit Generator", 
©1998 ACM). 

Neither Lotspiech nor Utsumi explicitly disclose that "said number generator is a 
random number generator residing within the host device." However, Jakobsson 
discloses a method by which a magnetic hard disk, as well as other types of storage 
devices, can be used to generate a string of random bits (Jakobsson, "Abstract"). It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to incorporate the random number generating method disclosed by Jakobsson 
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into the invention disclosed by Lotspiech, by using the hard drive residing within the 
Jakobsson device as a random number generator (Lotspiech, column 3, lines 58-67). 
One would be motivated to do so because true randomness increases the efficiency of 
cryptographic operations (Jakobsson, "Introduction", 1 st paragraph). 

7. Claims 15 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Lotspiech in view of Utsumi as applied to claim 19 above, and further in view of 
Nagai et al. (U.S. Pre-Grant Patent Application 2002/0015494). 

Regarding claim 15: 

Lotspiech and Utsumi disclose the limitations of Claim 13 above. In addition, 
Utsumi discloses the storage device encrypting said descramble key read from said 
storage medium with said bus key generated by said. storage device and sending said 
encrypted descramble key to the host device (Utsumi, paragraphs 0009 and 0010). 

Neither Lotspiech nor Utsumi explicitly disclose "the host device requesting a 
descramble key required for descrambling scrambled content from said storage device; 

the host device decrypting said encrypted descramble key received from said 
storage device using said bus key generated by said host device the host device 
descrambling said decrypted data using said descramble key decrypted by said host 
device." 

Nagai discloses the host device requesting a descramble key required for 
descrambling scrambled content from said storage device (paragraph 0059); 
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the host device decrypting said encrypted descramble key received from said 

i 

storage device using said bus key generated by said host device the host device 
descrambling said decrypted data using said descramble key decrypted by said host 
device (paragraphs 0051 and 0059-0060) 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to modify the combination of Lotspiech and Utsumi such that the 
data stored on the storage medium is scrambled. One of ordinary skill in the art would 
have been motivated to do this because it would provide a higher level of copy 
protection (paragraphs 0049-0051). 



Regarding claim 25: 

Neither Lotspiech nor Utsumi explicitly disclose "said storage medium is 
embodied in the form of a DVD containing scrambled content". However, Nagai 
discloses said storage medium is embodied in the form of a DVD containing scrambled 
content (paragraph 0059). At the time the invention was made, it would have been 
obvious to a person of ordinary skill in the art to modify the teachings of Lotspiech such 
that the information stored on the medium is scrambled. One of ordinary skill in the art 
would have been motivated to do this because it would provide a higher level of copy 
protection (paragraphs 0049-0051). 
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8. Claim 25 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Lotspiech in view of Utsumi as applied to claim 19 above, and further in view of 
Kawamae et al. (U.S. Patent 6,778,757). 

Neither Lotspiech nor Utsumi explicitly disclose "said storage medium is 
embodied in the form of a DVD containing scrambled content". However, Kawamae 
discloses a recordable DVD medium that can contain scrambled content (Kawamae, 
col. 3, line 43 - col. 4, line 3). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to use a recordable DVD medium, such as 
DVD+RW, DVD-RW, or DVD-RAM, as the storage medium used in the invention 
disclosed by Lotspiech. The motivation for this would be to take advantage of the very 
large capacity of the DVD media (Kawamae, col. 1, lines 21-31). 

Conclusion 

9. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pursuant to 37 CFR 1 .1 36(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tom Gyorfi whose telephone number is (571 ) 272-3849. 
The examiner can normally be reached on 8:00am - 4:30pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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